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Technology Is 
Disruptive!!
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The Internet

“The Internet is the world’s biggest copying machine”
- Marybeth Peters, Register of Copyrights, 1995
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Domain Name System
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Napster, Limewire & Kazaa
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Disruptive Effect Of Technology

� Changes the rules of the game

� Disrupts the status quo

� Upsets existing rights owners 

� Creates new sources of income 

� Alters the marketplace 

� Changes things for the better
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This Was New Tech Once Too
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Computer/Internet Crime

� Hacking

� Phishing

� Online fraud 

� Identity theft

� Personal data theft 

� Spam 

� Obscene or offensive content. 
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Malaysian Cyberlaws

� Computer Crimes Act 1997 

� Telemedicine Act 1997 

� Copyright (Amendment) Act 1997 

� Digital Signature Act 1997 

� Communications and Multimedia Act 1998 

� Electronic Commerce Act 2006 

� Electronic Government Activities Act 2007 

� Personal Data Protection Act 2010 
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Personal Data Protection Principles
� The processing of personal data by a data user shall be in 

compliance with the following Personal Data Protection 
Principles:

� the General Principle
� the Notice and Choice Principle
� the Disclosure Principle
� the Security Principle
� the Retention Principle
� the Data Integrity Principle
� the Access Principle
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PDP - General Principle
� A data user shall not:

� process personal data about a data subject unless the data subject has 
given his consent to the processing of the personal data

� in the case of sensitive personal data, process sensitive personal data 
about a data subject unless the data subject has given his explicit 
consent

� Personal data shall not be processed unless:
� the personal data is processed for a lawful purpose directly related to an 

activity of the data user
� the processing of the personal data is necessary for or directly related 

to that purpose; and
� the personal data is adequate but not excessive in relation to that 

purpose.
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PDP - Security Principle
� A data user is required to take practical steps to protect the personal 

data from any loss, misuse, modification, unauthorised or accidental 
access or disclosure, alteration or destruction by having regard:

� to the nature of the personal data and the harm that would result from such loss, 
misuse, modification, unauthorized or accidental access or disclosure, alteration 
or destruction

� to the place or location where the personal data is stored

� to any security measures incorporated into any equipment in which the personal 
data is stored

� to the measures taken for ensuring the reliability, integrity and competence of 
personnel having access to the personal data

� to the measures taken for ensuring the secure transfer of the personal data
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Principles
� Know the law of the area you are operating in 

� Be aware of the Cyberlaws and how they may serve to 
assist you

� If you have a ground breaking technology and you are about 
to roll it out, be aware of the response you are likely to get 
from the status quo

� There is money to be made from providing tools to protect 
users from cyber criminals and/or cybercrime for the 
foreseeable future
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Thank You 

Deepak Pillai
Messrs Haryati Deepak
Advocates & Solicitors
Unit L-5-3A, Solaris Mont’ Kiara
No. 2 Jalan Solaris
50480 Kuala Lumpur

Tel: 03-62030760    Fax: 03-62030761
E-Mail: deepak@hdlaw.com.my
Web: www.hdlaw.com.my


