
8/11/2010

1

Ministry of Science,
Technology and Innovation

Copyright © 2010 CyberSecurity Malaysia

3rd MSC Malaysia R&D Series & 
IP Connect 2010

Security Challenges in 
Cloud Computing

Jason Yuen Chee Mun CISSP CISA

Industry Advisor

CyberSecurity Malaysia

5 July 2010

Agenda

• What is the Cloud?
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• Security Concerns
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WHAT IS THE CLOUD?
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In the beginning…
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The we had
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And started having this…
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And now…
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?

To put it one way…
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DEFINITION & 
DETAILS
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NIST says

• Cloud computing is a model for enabling convenient, 
on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal 
management effort or service provider interaction. 
This cloud model promotes availability and is 
composed of 
five essential characteristics,
three service models ,

and four deployment models .

National Institute of Standards and Technology (v15 2009)
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Cloud Model

5 Essential Characteristics

1. On-Demand Self-Service
– Unilateral provisioning of services/capabilities without service 

provider interaction
2. Broad Network Access

– Available over the network
– Accessible through standard mechanisms via large range of thin or 

thick client platforms
3. Resource Pooling

– Multi-tenant model, pooled computing resources
– Customer has generally no control or knowledge of exact location 

of provided resources
4. Rapid Elasticity

– Capabilities can be rapidly scaled based on needs
5. Measured Service

– Resources optimised via metering capabilities

Copyright © 2010 CyberSecurity Malaysia 12



8/11/2010

7

Not to be disclosed without written permission 13

3 Service Models - SPI

1. Software as a Service (SaaS)
– Use service provider’s applications
– Accessible via thin client interface
– No customer control over underlying infrastructure

2. Platform as a Service (PaaS)
– Deploy own applications to service provider’s platform
– Control over applications, related configurations
– No control over underlying infrastructure

3. Infrastructure as a Service (IaaS)
– Deploy processing, storage, networks and other resources
– Control over platform. O/S, storage, applications, limited network 

components

4 Deployment Models

1. Private cloud
– Single organisation
– Internally managed or by a 3rd party
– On or off premises

2. Community cloud
– Shared by several organisations (community, shared concerns)
– Jointly managed or by a 3rd party
– On or off premises

3. Public cloud
– General public or large industry group
– Owned and operated by service provider

4. Hybrid cloud
– Composition between two or more clouds with common 

technologies
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Business Benefits

• Cost
• Immediacy
• Availability
• Scalability
• Efficiency
• Resiliency

WHAT’S OUT THERE 
TODAY…
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Google
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SalesForce
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Microsoft
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Amazon
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SECURITY
CONCERNS
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Security remains the biggest concern
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Understanding the Model

• IaaS is the foundation for all cloud services
• PaaS is built upon IaaS, SaaS is built upon PaaS
• Capabilities, risks and security issues are inherited

SaaS

PaaS

IaaS
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• More Flexibility &
Control

• High-level of Security
managed by provider

PaaS

IaaS

• Less Flexibility & 
Control

• Low-level of Security
managed by provider
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Security Controls Provided

• IaaS
– Physical security
– Environmental security
– Virtualisation security

• PaaS
– Platform security

• SaaS
– Application security
– Database security

Overall Concerns

• As in any outsourcing model, you cannot outsource 
accountability

• Not all service providers are created equal!
• What sort of service levels am I getting? Who do I 

call if something goes wrong?
• Where does all my information reside?
• Who can access my information?
• What sort of Security does the service provider have?
• SAS 70 Type 2, ISO 27001 Compliance…

Copyright © 2010 CyberSecurity Malaysia 26



8/11/2010

14

Not to be disclosed without written permission 27

Operational Issues

• Trusting vendor’s security model
• Ability to respond to audit concerns
• Obtaining support for investigations
• Indirect administrator accountability
• Proprietary implementations can’t be examined
• Loss of physical control

Security Risks

• Confidentiality

– Online/external network transmission

– Exposure/breaches at Service Provider (3rd party access)

– Data storage, backups

– Other connected customers

• Integrity

– Right to audit & auditability

– SDLC and program integrity

• Availability

– Failures and disruptions at Service Provider

– Service Provider going out of business
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Governance & Legal Risks

Governance
• Consistency and compliance of practices between 

service provider and customer
• Structure and practices of information security 

function
• Audit, auditability and scope of audit

Legal
• Regulations and compliance requirements
• Customer legal rights in event of errors, disasters, etc
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Conclusion

• Cloud computing offers incredible 
opportunity to rollout, scale and 
use computing resources

• BUT… not all clouds are created 
equal

• Do you homework!
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