8/11/2010

Cyber I mosTI

MALAYSIA

_ Ministry of Science
An agency under MOSTI s,  Technology and Innovation
3'd MSC Malaysia R&D Series &
IP Connect 2010

Security Challenges in
Cloud Computing

Jason Yuen Chee Mun CISSP CISA
Industry Advisor
CyberSecurity Malaysia

5 July 2010

Copyright © 2010 CyberSecurity Malaysia

Agenda

 Whatis the Cloud?

» Examples of Cloud Technology & Services
Available Today

» Security Concerns

Copyright © 2010 CyberSecurity Malaysia




88%2  Socuring Our Cyberspace

Copyright © 2010 CyberSecurity Malaysia 4

8/11/2010



Cyber II

The we had

Copyright © 2010 CyberSecurity Malaysia 5

Cyber II

MALAYSIA

And started having this...
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To put it one way...
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DEFINITION &
DETAILS
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NIST says

e Cloud computing is a model for enabling
toa of

computing resources (e.g., networks,
servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction.
This cloud model promotes availability and is
composed of

National Institute of Standards and Technology (v15 2009)
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Cloud Model

Visual Model Of NIST Working Definition Of Cloud Computing
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.htm|
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5 Essential Characteristics

1. On-Demand Self-Service

— Unilateral provisioning of services/capabilities without service
provider interaction

2. Broad Network Access
— Available over the network

— Accessible through standard mechanisms via large range of thin or
thick client platforms

3. Resource Pooling
— Multi-tenant model, pooled computing resources

— Customer has generally no control or knowledge of exact location
of provided resources

4. Rapid Elasticity

— Capabilities can be rapidly scaled based on needs
5. Measured Service

— Resources optimised via metering capabilities
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3 Service Models - SPI

— Use service provider’s applications
— Accessible via thin client interface
— No customer control over underlying infrastructure

— Deploy own applications to service provider’s platform
— Control over applications, related configurations
— No control over underlying infrastructure

— Deploy processing, storage, networks and other resources

— Control over platform. O/S, storage, applications, limited network
components
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4 Deployment Models

— Single organisation
— Internally managed or by a 3 party
— On or off premises

— Shared by several organisations (community, shared concerns)
— Jointly managed or by a 3 party

— On or off premises

— General public or large industry group
— Owned and operated by service provider

— Composition between two or more clouds with common
technologies
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Business Benefits

* Cost

* Immediacy
* Availability
» Scalability
» Efficiency
» Resiliency
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sale;f(‘)rce

@ sale‘sférce
@ Products Services

Sales Cloud"™ 2.

Improve sales productivity, boost your win rates, and grow your revenue. Get started in less than 60 seconds.

now available for all editions.

e [ ) [Tehaer 0]

Get the world's #1 sales application

800 1301 448 (Singapore), 800 967 655 (Hong Kong)

800 1301 448 (Singapore), 800 967 655 (Hong Kong)

Customers Events Community  About Us

—

Contact Manager Group
Contact managementforup  Basic sales and marketing

up to 5 users

ulalolo] Us$s Uss$2s

Iuser/month Iuser/month

The leader in cus

Sales Cloud™2.

“The worid's #1 sales applica
Take charge of your sales—

7-day free trial

* Store uniimited cont

14-day free trial

Includes all Contact

Manager features plus:

* Track customer

interactions
Leam more | View demo

* Stay on top of your day

« Capture
Web site

rom your

with tasks and * Track sales

reminders

* Works with any email

application

ated with Google:

iring Our Cyberspace

opportunties

* Pre-built dashboards
and repo

+ Track Google AdWords
performance
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Professional - Unlimited
Complete CRM for Premier
any size team Customize CRM for your CRM for your business
uUs$es entire business US$250

serimoats Us$125

Juserlmonth
30-day free trial
30-day free trial
Includes all Group

Edition features plus: Includes all Professional
Edition features plus:

Iuserimonth

30-day free trial

Includes all Enterprise
Edition features plus:

* Reports and analyics + 24x7 Premier Support

P — * Workllow and approvals
dashboards * Sales territory
management

* Designated administrator

+ Developer sandboxes for

* Mass email and testing, training, and
templates * Sales Genius. See what development

works for reps

« Sales forecasting « Fully customizable

mobile capabilties

* Marketing campaigns

« Integrate with any app
via the API * Uniimited customizations
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Microsoft
Online Service

= Windows Azure Platform

Product Suites

NEw! Business Pri

Business Productivity
Suite (BPOS) delivers
communication and ©
that feature:

« High availability
« Comprehensive se
« Simplified IT manz

Individual Prod

Business Services

Customer management
Dynamics CRM Online
Quickly streamine and centraiz
and business processes.

Ty | | Buy

Upgrade your Intemet experience

United States Change | All Microsoft Sites

Account | Support

Search Windows A

Products Resources Case Studies

To convert currency for Windows Azure offers, select your country then click View Details

Developers Partners

Pricing Info

United States

Click here to view all Windows Azure Platform Offers in a side-by-side comparison table

Introductory Special
Limited Amount at No Charge

Consumption
Pay as you Go
Includes a base amount of the Windows Azure

platform services with no monthly commitment.
Usage in excess of the base amount is charged at

Flexible pricing plan that includes compute hours,
storage, data transfers, SQL Azure databases,
AppFabric Service Bus connections and Access

Control transactions.

View Details

Development Accelerator Core

From $59.

Provides compute hours, storage, data transfers,
AppFabric Service Bus connections, and Access
Control transactions at a deeply discounted monthly

Buy View Detais |1 BUY

price.

View Detais

normal rates.

p— —
Buy View Details |1 BUYy

Development Accelerator Extended

.95 From $100.95

Includes Development Accelerator Core plus SQL
Azure at a discounted monthly price for a six month
term.
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The Cloud Expand

Deploy compute and st
in the Asia Padific regior

News & Events

‘What's New? | Media Cove

30114, 2010 Amazon S3 Announ
for Reduced Redun

30113,2010 Announcing Cluster
for Amazon 2

30113,2010 Amazon Virtual Priv
Address Assignmen

SRss

Products & Services

Amazon Elastic Compute Clou
‘Amazon Elastic MapReduce
Auto Scaling

‘Amazon CloudFront

Amazon SimpleDB
Amazon Relatinnal Natahaca
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Enterprise IT Using AWS

Amazon Web Services (AWS) delivers relia
corporate applications. You can use the fo
solutions

Amazon Virtual Private Cloud
between your existing IT infrastructure an
management capabilities such as security
resources. Learn more

Amazon Elastic Compute Clou
the dloud. You define your virtual Amazon
application platform stack required for you
APIs to manage your compute resources. |

Amazon Simple Storage Serv
to store and retrieve any amount of data,
secure. Amazon 53 also stores multiple re:

Amazon Relational Database
operate, and scale a relational database il
managing time-consuming database admir

Amazon SimpleDB. Amazon simpl:
«can write your applications to take advant
more

Amazon CloudFront. amazon clou
system. Your application can use Amazon |
Iatency, high data transfer speeds, no con

Amazon Simple Queue Servic
queuing system for your application that e
Learn more

Amazon DevPay. Amazon Devpay i

Pricing

Pay only for what you use. There is no minimum fee. Estimate your monthly bill using AWS Simple Monthly Caleulator.
The prices listed are based on the Region in which your instance is running. For a detailed comparison between On-
Demand Instances, Reserved Instances and Spot Instances, see Amazon EC2 Instance Purchasing Options.

On-Demand Instances

©n-Demand Instances let you pay for compute capacity by the hour with no long-term commitments. This frees you
from the costs and complexities of planning, purchasing, and maintaining hardware and transforms what are commonly
large fixed costs into much smaller variable costs.

The pricing below includes the cost to run private and public AMIs on the specified operating system ("Windows Usage”
prices apply to both Windows Server@ 2003 and 2008). Amazon also provides you with additional instances with other
option for Amazon EC2 running Microsoft and Amazon EC2 running 18M that are priced differently.

US - N. California EU - Ireland

APAC - Singapore

Standard On-Demand Instances Linux/UNIX Usage Windows Usage

small (Default) $0.095 per hour $0.12 per hour

Large $0.38 per hour $0.48 per hour

Extra Large $0.76 per hour $0.96 per hour

igh-Memory On-Demand Instances
Extra Large $0.57 per hour $0.62 per hour
$1.44 per hour

$2.88 per hour

$1.34 per hour
$2.68 per hour

Double Extra Large
Quadruple Extra Large
h-CPU On-Demand Instances

Medium $0.19 per hour $0.29 per hour

Extra Large $0.76 per hour $1.16 per hour
Cluster Compute Instances
Quadruple Extra Large VA NA

* Cluster Compute Instances are currently only available in the US - N. Virginia Region.

Pricing is per instance-hour consumed for each instance type, from the time an instance is launched until it is
terminated. Each partial instance-hour consumed will be billed as a full hour.
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Security remains the biggest concern

Q: Rate the challenges/issues ascribed to the ‘cloud’/on-demand model
(1=not significant, 5=very significant)

Security 6%
Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize
Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

0% 10% 20% 30% 40% 50% 60% 70% 80%

% responding 4 or 5

Source: IDC Enterprise Panel, August 2008 n=244 2
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Understanding the Model

» laaS is the foundation for all cloud services
* PaaS is built upon laaS, Saas is built upon PaaS
» Capabilities, risks and security issues are inherited

PaaS
laaS
&
Not to be disclosed without written permission 23
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SaaS * Less Flexibility & + High-level of Security
Control managed by provider
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* More Flexibility & §—f « Low-level of Security
Control - managed by provider
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Security Controls Provided

* laaS
— Physical security
— Environmental security
— Virtualisation security

* PaaS
— Platform security

* SaaS
— Application security
— Database security

Not to be disclosed without written permission 25
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Overall Concerns

e As in any outsourcing model, you cannot outsource

* Not all service providers are created equal!

* What sort of service levels am | getting? Who do |
call if something goes wrong?

* Where does all my information reside?

* Who can access my information?

* What sort of Security does the service provider have?
e« SAS 70 Type 2, ISO 27001 Compliance...

Copyright © 2010 CyberSecurity Malaysia 26
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Operational Issues

» Trusting vendor’s security model

 Ability to respond to audit concerns

» Obtaining support for investigations

* Indirect administrator accountability

» Proprietary implementations can’t be examined
« Loss of physical control

Not to be disclosed without written permission
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Security Risks

« Confidentiality
— Online/external network transmission
— Exposure/breaches at Service Provider (3 party access)
— Data storage, backups
— Other connected customers

e Integrity
— Right to audit & auditability
— SDLC and program integrity

* Availability
— Failures and disruptions at Service Provider
— Service Provider going out of business

Copyright © 2010 CyberSecurity Malaysia
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Governance & Legal Risks

Governance

» Consistency and compliance of practices between
service provider and customer

» Structure and practices of information security
function

» Audit, auditability and scope of audit
Legal

* Regulations and compliance requirements
» Customer legal rights in event of errors, disasters, etc
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Conclusion

* Cloud computing offers incredible
opportunity to rollout, scale and
use computing resources

« BUT... not all clouds are created
equal

* Do you homework!
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CyberSecurity Malaysia,
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T +603 8946 0999
F +603 8946 0888

www.cybersecurity.my

Thank You
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